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This meeting is being recorded

When you join this event, your name, email address and/or phone number may be 

viewable by other session participants in the attendee list. By joining, youõre 

agreeing to this experience.

Also, this event will be recorded and shared publicly with others, including 

Microsoftõs global customers, partners, employees, and service providers. The 

recording may include your name and any questions you submit to Q&A.
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Agenda

Å AVM adoption at Nykredit ( Jack hosting Tuna Cinsoy)

Å Inner-sourcing (Jack)

Å Copilot experiences for Infra-as-Code (Sebastian + Stephanie, Steven)

Å Going v1 (Jack)

Å AVM Terraform updates (Matt, Jared)

Å AVM Bicep updates (Erika, Jack)

Å Q & A



NykreditVerifiedModules
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Chapter1: What?

лм



8

¢ƘŜ 5ŜŦƛƴƛǘƛƻƴ

bȅƪǊŜŘƛǘ ±ŜǊƛŦƛŜŘ aƻŘǳƭŜǎ ƛǎ ŀƴ ƛƴƛǘƛŀǘƛǾŜ ǘƘŀǘ ŀōǎǘǊŀŎǘǎ ŀǿŀȅǘƘŜ ƛƴǘǊƛŎŀŎƛŜǎ ƻŦ 
ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŘŜǇƭƻȅƳŜƴǘ ōȅ ǇǊƻǾƛŘƛƴƎ ȫǊŜŀŘȅπǘƻπǳǎŜȫ Lŀ/ ǘŜƳǇƭŀǘŜǎ ǘƘŀǘ ŀǊŜ 
Ŧǳƭƭȅ ŀƭƛƎƴŜŘ ǿƛǘƘ bȅƪǊŜŘƛǘΩǎ tƻƭƛŎƛŜǎΦ

Lǘ ƻŦŦŜǊǎΥ

ÅhŦŦπǘƘŜπǎƘŜƭŦ ǊŜǎƻǳǊŎŜ ŘŜǇƭƻȅƳŜƴǘǎ 

Å/ƻƳǇǊŜƘŜƴǎƛǾŜ ŘƻŎǳƳŜƴǘŀǘƛƻƴ

ÅaŀƛƴǘŜƴŀƴŎŜ ōȅ /ƭƻǳŘ {ƻƭǳǘƛƻƴǎ ¢ŜŀƳ



Hierarchy of Solutions

bȅƪǊŜŘƛǘ ±ŜǊƛŦƛŜŘaƻŘǳƭŜǎ

Cǳƭƭ /ƻƳǇƭƛŀƴŎŜ ǿƛǘƘ bȅƪǊŜŘƛǘΩǎ
tƻƭƛŎƛŜǎ

AzureVerifiedModules

StandardizedWayof Resource 
Deployment

5ƻƳŀƛƴ {ǇŜŎƛŦƛŎ[ŀƴƎǳŀƎŜǎ

.ƛŎŜǇΣ ¢ŜǊǊŀŦƻǊƳŜǘŎΦ

AzureResource Manager

Central Control Plane for Resource 
Deployment
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Roleof Cloud Solutions

/ƭƻǳŘ {ƻƭǳǘƛƻƴǎ ¢ŜŀƳ

AzureVerified Modules

CAF NamingConvention

Policies& Guardrails
bȅƪǊŜŘƛǘ ±ŜǊƛŦƛŜŘ
aƻŘǳƭŜǎ
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Value Proposal

{ƛƴƎƭŜ {ƻǳǊŎŜ ƻŦ ¢ǊǳǘƘ

wŜǇŜŀǘŀōƭŜϧ /ƻƴǎƛǎǘŜƴǘ5ŜǇƭƻȅƳŜƴǘ

Comprehensive Documentation 

Ready-to-UseModules

Simplicity

One Parameter File, Whole Subscription Coverage

100% Policy Compliance

Deployments In Alignment with Policy Restrictions

мм
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Chapter2: Why?
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Known Problems

Duplication of Effort

Parallel IaC development without cross-team coordination 

Support Bottleneck

Overwhelming support queues with preventable policy errors

LƴŎƻƴǎƛǎǘŜƴǘ bŀƳƛƴƎ /ƻƴǾŜƴǘƛƻƴ

[ŀŎƪƛƴƎ ŀ ǳƴƛŦƛŜŘ ǎǘŀƴŘŀǊŘ ŀŎǊƻǎǎ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀƴŘƛƴƎ ȊƻƴŜǎ

High Maintenance Overhead 

Teams burdened with manually updating decentralized codebases   
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Chain Flow ςButterfly Effect
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Wave01

Ready-to-UseIaC
Templates

²ŀǾŜлн

{ŜǇŀǊŀǘƛƻƴ ƻŦ 
/ƻƴŎŜǊƴǎ

Wave03

BoostedSolution 
Deployment

Cloud Solutions take
careof the intricacies
of infrastructure
deployment

5ŜǾŜƭƻǇŜǊǎ ŦƻŎǳǎǎƻƭŜƭȅ
ƻƴ ǘƘŜƛǊŀǇǇƭƛŎŀǘƛƻƴǎ

9ƴƘŀƴŎŜŘǳǘƛƭƛȊŀǘƛƻƴ
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Chapter 3: How?
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Evaluation

ValidatingTechnical 
Fit

Onboarding

Network Foundation 
& SPN

.ƻƻǘǎǘǊŀǇ

{ŜǘǘƛƴƎ ¦Ǉ LƴŦǊŀ 
±ŜǊǎƛƻƴ /ƻƴǘǊƻƭ

¦ǎŀƎŜ ƻŦ b±a 

Cƛƭƭπƛƴ ƴŜŎŜǎǎŀǊȅ
ǇŀǊŀƳǎ

Inner-Sourcing

FacilitatingFeedback

WƻǳǊƴŜȅǘƻ ²Ŝƭƭπ!ǊŎƘƛǘŜŎǘŜŘ!ǇǇƭƛŎŀǘƛƻƴ [ŀƴŘƛƴƎ ½ƻƴŜ

Application teams 
evaluatetheir readiness
for cloud

Cloud Solutions handle 
the applicationlanding 
zone provisioning

Application teams 
createtheir own IaC
repository

bƻ ƴŜŜŘŦƻǊ ŜȄǇŜǊǘƛǎŜς
ǳǎŜǿƛǘƘ ǊŜŀŘȅπǘƻπƎƻ
ǘŜƳǇƭŀǘŜǎ

/ǊŜŀǘŜƛǎǎǳŜǎ ŦƻǊ ŀƴȅ
ǘȅǇŜ ƻŦ ŦŜŀǘǳǊŜ ǊŜǉǳŜǎǘǎ
ŀƴŘ ōǳƎ ŦƛȄŜǎ
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Jack Tracey

Inner-sourcing AVM



How can we make 

AVM modules 

(Bicep/Terraform) 

available privately 

within our 

organization?

How can we 

customize AVM 

modules for our 

organizationõs 

security and 

requirements?

How can we build 

and publish our 

own AVM-aligned 

modules privately?

Common asks



The answerê



Inner-sourcing*

*Beware it can become complex



But first, some principles 

AVMs MUST remain as-is and unaltered when inner-

sourced 

To customize AVMs you SHOULD, wrap the original 

modules in your own, limit whatõs exposed, and set 

organization-specific defaults and publish these

Your organizations modules SHOULD use the AVM 

classifications and comply with the respective 

specifications



ELT layout

But how?



Bicep | Recommended Architecture Overview





Bicep | Recommended Architecture Workflow



ELT layout

This is just our recommended approach, many other 

alternatives exist



Terraform | What you should knowê

docs

ÅHCP Terraform/Terraform Enterprise

ÅPrivate Registries from 3rd parties (just a list of some, not recommendations, you must assess for 

your needs ):

ÅJFrog, env zero, Spacelift, Tapir, Terralist, GitLab, many moreê

ÅAnywhere accessible from Terraform as per docs

ÅGitHub, Azure DevOps, Git etc...

There are many options to choose from

ÅYou will need to find, replace the `source` inputs in the module blocks that contain cross-

references to other AVMs on the Public Terraform Registry before then publishing/storing them 

in your private registry/hosting solution

Åe.g. 

Åfrom: `source = òAzure/avm-xyz-123/azurermò`

Åto: `source = ò<your private registry/hosting solution path>ò`

Modules that cross-reference other AVMs require additional work

https://developer.hashicorp.com/terraform/language/block/module#source


What you can expect from us

AVM repo

We will document and publish this guidance and notes to the 

AVM website

ÅETA: January 2026 (latest, hopefully before)

We will continue to listen to feedback and make enhancements in 

this space

ÅPlease use the AVM repoand issues to give us feedback 

ÅFeel free to also propose PRs attached to your issue also 

For transparency and clarity, our primary focus will remain on 

adding features and publishing them to the public registries

https://aka.ms/avm/repo


Sebastian Grªf, Stephanie Yen, Steven Ma

Copilot experiences
for Infra -as-Code



AI-accelerated IaCdevelopment

GitHub Copilot

Tool Where Sync/Async Scope

Code Completion Editor (inline) Sync Single line/block autocomplete

Chat (Ask, Plan) Sidebar/inline Sync Q&A, explain, generate snippets

Edits Editor Sync Multi -file changes with preview

Agent Mode Editor Sync Multi -step tasks with tool use

Coding Agent GitHub Issues Async Creates branch + PR from issue

Code Review GitHub PRs Async Reviews PR, leaves comments

CLI Terminal Sync Shell command help (gh copilot)

GitHub.com Browser Sync PR summaries, issue triage

Instructions + Agents+ Prompts
https://github.com/github/awesome-copilot

https://github.com/github/awesome-copilot
https://github.com/github/awesome-copilot
https://github.com/github/awesome-copilot


Sebastian Gräf

Demo



Azure Terraform MCP Server

MCPDemo1.mp4

https://microsoftapc-my.sharepoint.com/:v:/g/personal/yunliu1_microsoft_com/IQAXbCNu2i9bQbQ_GiPZVyOcAe2Yq1R9g1zJD7DCDhxjPHM?e=IzYuQe


Bicep MCP Server

Bicep MCP Server AVM Demo.mp4

https://microsoft-my.sharepoint.com/:v:/p/stephanieyen/IQA2KCfzizQwRZqpqrEMHrC7ASp1vxrj8_n7eq7fl0IiZmg?e=F9hcAN
https://microsoft-my.sharepoint.com/:v:/p/stephanieyen/IQA2KCfzizQwRZqpqrEMHrC7ASp1vxrj8_n7eq7fl0IiZmg?e=F9hcAN


Jack Tracey

Going v1.X.X



ELT layout

Letõs talk about the 

elephant in the 

roomê



ELT layout

We are still making progress, just a bump in the road 



Big ticket items weõve been working on to get to v1

Child 

Modules

Utility Module 

specifications

CMK support 

for Managed 

HSM 

Service 

Groups 

shared 

interface

Specifications 

coverage in 

tests



Products are building upon AVM more 

https://www.youtube.com/live/TUeET4zY95c?si=XxipSxS3JRsg37F3&t=8970


And rememberê 

AVM Modules today are ready for production use and are 

being used by many in production at organizations of all 

shapes, sizes, and industries!



And rememberê 

V1 != ready for production 

V1 == stability to specs and no planned breaking changes 

Bicep is still v0.X.X but has been supported since v0.3 in 

production by everyone

Terraform only went V1 in 2021 but got to v0.15.X before it 

got there. And again, used in production by everyone



ELT layout

So, whenê?



Jared Holgate, Matt White

AVM Terraform updates



azapi for all the things

What

Å azapi will be mandated for all resource modules

Å azapi will be preferred for pattern modules

Å This includes all interface resources, azurerm will be removed altogether

Why

Å azapi is now a mature and robust provider

Å azapi does not need a human to implement every feature and bug fix

Å azapi is owned by Microsoft

Å azapi has preview and GA features from day one

Å azapi has resource feature parity and consistency with Bicep

Å azapi has advanced retry and timeout capabilities

Å azapi supports write-only attributes for any resource

How

Å Specs and automation are being updated

Å The following slides have some heads upê



State migration with moved blocks

Å Weõll used moved blocks to make the experience as seamless as possible in 99% of cases

Å There may be some edge cases (yet to be seen) where the azurerm or module 

implementation has fundamental issues. In these cases we may need to provide 

instructions to customers to add their own moved blocks.



Resource_group_name -> parent_id

Å azurerm provider is limited to a single subscription per provider instance and expects the 

resource_group_name

Å azapi does not have this limitation

Å azapi expects the full id of the parent (usually a resource group in our case)

Å For consistency we will call this parent_id

Å We donõt want to use a data source for the subscription ID



Interfaces

Å @Matt is working on a utility module called terraform-azure-avm-utl-interfaces which 

will do the majority of the work for you

Å All interfaces will need to be migrated from azurerm to azapi equivalents. moved blocks 

will migrate the state 

https://github.com/Azure/terraform-azure-avm-utl-interfaces
https://github.com/Azure/terraform-azure-avm-utl-interfaces
https://github.com/Azure/terraform-azure-avm-utl-interfaces
https://github.com/Azure/terraform-azure-avm-utl-interfaces
https://github.com/Azure/terraform-azure-avm-utl-interfaces
https://github.com/Azure/terraform-azure-avm-utl-interfaces
https://github.com/Azure/terraform-azure-avm-utl-interfaces
https://github.com/Azure/terraform-azure-avm-utl-interfaces
https://github.com/Azure/terraform-azure-avm-utl-interfaces


azapi specifics to consider

Å Resource outputs should be limited to the minimum needed to avoid noisy plans, set 

response_export_values to an empty list by default!

Å Use replace_triggers_refs to force destroy and create where necessary

Å Use retry instead of time_sleep for eventual consistency problems



terraform test in avm pr-check

Å We now run terraform test for root and submodules in CI / CD

Å Support Unit and Integration tests

Å Build as part of the avm-ptn-sub-vending migration ð check it out!

https://registry.terraform.io/modules/Azure/avm-ptn-alz-sub-vending
https://registry.terraform.io/modules/Azure/avm-ptn-alz-sub-vending
https://registry.terraform.io/modules/Azure/avm-ptn-alz-sub-vending
https://registry.terraform.io/modules/Azure/avm-ptn-alz-sub-vending
https://registry.terraform.io/modules/Azure/avm-ptn-alz-sub-vending
https://registry.terraform.io/modules/Azure/avm-ptn-alz-sub-vending
https://registry.terraform.io/modules/Azure/avm-ptn-alz-sub-vending


Alexander Sehr, Erika Gressi, Jack Tracey

AVM Bicep updates



ELT layout

api-management/service

Åapi

Åapi-version-set

Åapi/diagnostics

Åapi/policy

Åauthorization-server

Åbackend

Åcache

Ådiagnostics

Å identity -provider

Å logger

Ånamed-value

Åpolicy

Åportalsetting

Åprivate-endpoint -connection

Åproduct

Åproduct/ api

Åproduct/group

Åsubscription

Åworkspace

azure-stack-hci/cluster

Åarc-setting/extension

document -db /database -account

Åsql-role-assignment

Åsql-role-definition

event -hub/namespace

Å eventhub

key-vault/vault

Åaccess-policy

Åkey

Åsecret

network/virtual -hub

Å route-map

network/virtual -network

Åsubnet

storage/storage -account

Åblob-service/container

Åblob-service/container/immutability -

policy

Å file-service/share

Å local-user

Åmanagement-policy

Åqueue-service/queue

Å table-service/table

web/site

Åconfig

Åslot

Child Modules

¶New modules (45 in total)

¶Documentation
¶BCPRMNFR3 - Child resources structure

¶Child Module Publishing

¶Ready for requests

https://azure.github.io/Azure-Verified-Modules/spec/BCPRMNFR3/
https://azure.github.io/Azure-Verified-Modules/spec/BCPRMNFR3/
https://azure.github.io/Azure-Verified-Modules/spec/BCPRMNFR3/
https://azure.github.io/Azure-Verified-Modules/spec/BCPRMNFR3/
https://azure.github.io/Azure-Verified-Modules/spec/BCPRMNFR3/
https://azure.github.io/Azure-Verified-Modules/contributing/bicep/bicep-contribution-flow/child-module-publishing/
https://azure.github.io/Azure-Verified-Modules/contributing/bicep/bicep-contribution-flow/child-module-publishing/


Child Module Publishing

PoC

Pilot

Remaining challenges

 Scalable approach towards 

onboarding

Latest updates

 Contributor guidelines

 40+ child modules published



Managed HSM CMK encryption

https://azure.github.io/Azure -Verified-Modules/indexes/bicep/bicep -resource-

modules/#consistent -features--extension-resources-interfaces

Å Integrated and validated on 16 resource modules

Å Usage example integrated into the README, skipped from continuous validation for cost optimization

https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces
https://azure.github.io/Azure-Verified-Modules/indexes/bicep/bicep-resource-modules/#consistent-features--extension-resources-interfaces


Managed HSM CMK encryption - implementation

Å CMK shared interface: common to key vault vault and managed HSM

Å Keep input interface (common type), avoiding breaking changes

Å Complexity within the module, transparent to the user

Å Least privilege: Does not require RBAC at managed HSM (mHSM) resource level for the 

deployment identity

https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys

mHSM  CMK

encryption

KV CMK

encryption

CMK shared interface CMK conditional implementation Outcome

https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys
https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys
https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys
https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys
https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys
https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys
https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys
https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys
https://azure.github.io/Azure-Verified-Modules/specs/bcp/res/interfaces/#customer-managed-keys


An update on the 4 MB ARM Limit

Original Issue: Bicep linked templates - 4Mb limit ā Issue #5890 ā Azure/bicep

https://github.com/Azure/bicep/issues/5890
https://github.com/Azure/bicep/issues/5890
https://github.com/Azure/bicep/issues/5890
https://github.com/Azure/bicep/issues/5890
https://github.com/Azure/bicep/issues/5890
https://github.com/Azure/bicep/issues/5890


Q & A


