
Azure Landing Zones
7th May 2025 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCall

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda 

This month’s presenters:

https://aka.ms/ALZ/CommunityCall
https://aka.ms/ALZ/CommunityCallAgenda


This meeting is being recorded

When you join this event, your name, email address and/or phone number may be 

viewable by other session participants in the attendee list. By joining, you’re 

agreeing to this experience.

Also, this event will be recorded and shared publicly with others, including 

Microsoft’s global customers, partners, employees, and service providers. The 

recording may include your name and any questions you submit to Q&A.



Want to hear about the latest 
Azure Landing Zone events, news, 
surveys etc.?

If so, sign up to our mailing list:

aka.ms/alz/notifications/signup

You can also opt out, if registered, by heading to: 

aka.ms/alz/notifications/optout



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help )

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 





ELT layout

Implementation Options & Accelerators 
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Accelerators 

aka.ms/ALZ/AAC

https://aka.ms/ALZ/AAC
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ALZ What’s New?

aka.ms/ALZ/WhatsNew  

https://aka.ms/ALZ/WhatsNew
https://aka.ms/ALZ/WhatsNew
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CAF What’s New?

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new
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ALZ Public Roadmap

aka.ms/ALZ/

Roadmap

https://aka.ms/ALZ/Roadmap
https://aka.ms/ALZ/Roadmap
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An update on ALZ 

features in progress & 

upcoming



ALZ features alignment progress 

What we have completed
• Deprecation of NSG flow logs in-favor of Virtual network flow logs

• Deployment of Sidecar network for vWan topology (Terraform and coming very soon to the Portal)

• Azure Bastion (Coming very soon to the Portal)

• Azure Firewall management subnet (docs are updated and coming very soon to the Portal)

What we are working on
• Private DNS resolver (Bicep and Portal)

• Refreshing private DNS architecture for ALZ

• Deprecation of default outbound internet access

• Azure Virtual Network Manager

• Deprecation of non-AZ Virtual network gateways

 We are thinking about
• Network Security Perimeter

• Public DNS zones (DNSSEC, DNS security policies)

• New vWan features (route-maps)

• New Azure Firewall features (draft firewall policies, BYOIP support for secured virtual hubs, …etc)

• Private DNS fallback to the internet
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AzAdvertizer & AzGovViz Updates
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AzGovViz ALZ Policy Assignments Checker
How to keep up with ALZ policy releases ?



ELT layout

New Feature: AzResourceTypesAdvertizer
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New Feature: AzResourceTypesAdvertizer
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Portal & Policy Refresh 

H2 FY25 Updates
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ALZ Policy

News
aka.ms/alz/whatsnew

• Policy Refresh H2 FY25 (June 

2025)

• Delayed for portal updates

• Always review “What's New”

• One “breaking” change – initiative cleanup

• Cleanup and update of the Excel

• New

• Added support for Defender for AI workloads

• Added initiative for Guest Attestation for 

Trusted Launch VMs

• Policy Versioning

• Only works for portal

• TF/Bicep coming soon

• General fixes 

• Remove/replace all deprecated policies

• Community requests

• MDFC expose all available parameters (incl. 

Server plans :))

• Updated DomainJoin policy to support newer 

versions of Windows

https://aka.ms/alz/whatsnew
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ALZ Portal

News
aka.ms/alz/portal

• Networking

• Add support for Azure Bastion for all network topologies

• Add support for Azure Private DNS Resolver for all network topologies (needs last mile config)

• Added VWAN provisioning of sidecar network (needed for Bastion & Private DNS)

• All Firewall SKUs now deploy with management NIC in the AzureFirewallManagementSubnet

• Workload Specific Compliance

• Updated descriptions and options for clarity

• Changed to default to "Audit Only" for all initiatives at default scopes (Platform/Landing Zones)

• Remove support of non-public regions

https://aka.ms/alz/portal​
https://aka.ms/alz/portal​
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AMBA-ALZ Updates
aka.ms/amba/alz 

https://aka.ms/amba/patterns/alz
https://aka.ms/amba/patterns/alz


• New features and alerts:
• Exclusion of MG and Subscriptions at scale during 

deployment

• Securely store log-search alerts using CMK

• Exclusion of logical disks for both Azure and Hybrid 

VM alerts

• New Web initiative alerts for:
• LA Workspace Daily Cap Limit Reached Alert

• Activity Log LA Workspace Workspace 

Regenerate Key Alert

• Activity Log LA Workspace Delete Alert 

• Optimization of Azure Resource 

Graph calls used inside log-search 

alerts

• 4 bugs fixed

• Documentation improvements

• Enforced naming convention for 

AMBA-ALZ policy definitions, policy 

initiatives and policy assignments

AMBA
Updates aka.ms/amba/alz/whatsnew

https://aka.ms/amba/alz/whatsnew


• AMBA for ALZ Bicep

• AMBA is not yet integrated into the ALZ-Bicep 

repository, However, this integration is underway 

and will soon be available. If you wish to deploy 

AMBA now, please see this Wiki

• AMBA for ALZ Terraform

• We are working on integrating with the Azure-

Landing-Zones-Library and updating the module.

• Investigating Lighthouse 

support for ALZ pattern

• Adding alerts for:

• Azure Monitor Ingestion limit alert

• Network  Resources:

• Microsoft.Network/azureFirewalls

• Microsoft.Network/p2svpngateways

• Microsoft.Network/virtualhubs

• Microsoft.Network/expressroutegateways 

• Additional documentation for:

• AMBA-ALZ alerts testing

AMBA
Roadmap aka.ms/amba/roadmap/alz

https://github.com/Azure/ALZ-Bicep/wiki/AzureMonitorBaselineAlerts
https://aka.ms/amba/patterns/alz


AMBA
Roadmap aka.ms/amba/roadmap/alz

https://aka.ms/amba/patterns/alz
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ALZ IaC Accelerator 

Updates

aka.ms/alz/acc 

https://aka.ms/alz/acc
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How the ALZ IaC Accelerator Works?

aka.ms/alz/acc 

https://aka.ms/alz/acc
https://aka.ms/alz/acc
https://aka.ms/alz/acc
https://aka.ms/alz/acc
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What's new with the Terraform ALZ IaC Accelerator?

 Simplified connectivity pattern modules
o avm-ptn-alz-connectivity-hub-and-spoke-vnet

o avm-ptn-alz-connectivity-virtual-wan

 Simpler upgrade path
o Upgrade guide

https://registry.terraform.io/modules/Azure/avm-ptn-alz-connectivity-hub-and-spoke-vnet/azurerm/latest
https://registry.terraform.io/modules/Azure/avm-ptn-alz-connectivity-hub-and-spoke-vnet/azurerm/latest
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https://registry.terraform.io/modules/Azure/avm-ptn-alz-connectivity-virtual-wan/azurerm/latest
https://azure.github.io/Azure-Landing-Zones/accelerator/startermodules/terraform-platform-landing-zone/upgrade-guide/
https://azure.github.io/Azure-Landing-Zones/accelerator/startermodules/terraform-platform-landing-zone/upgrade-guide/
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What's coming to the ALZ IaC Accelerator?

 Allow different connectivity configurations per hub for Terraform 

(this month)

 Bicep Azure Verified Modules for Platform Landing Zone (ALZ)
o Blog post

 Application landing zones
o Subscription vending

o Azure resources - network, peering, etc...

o Bootstrapping for application teams with Azure DevOps and GitHub

o First iteration this year

https://techcommunity.microsoft.com/blog/AzureToolsBlog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
https://techcommunity.microsoft.com/blog/AzureToolsBlog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
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Sneaky plug...

 Azure DevOps ID Token Refresh and Terraform Task v5: Blog Post

https://devblogs.microsoft.com/devops/introducing-azure-devops-id-token-refresh-and-terraform-task-version-5/
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Terraform Azure Verified 

Modules for Platform 

Landing Zones (ALZ) | 

Updates



Proposed Migration Approach (reminder)

All subject to testing and 

validation

Migration will be non-

disruptive for all resources

You can continue deploying 

workloads

Two stages of migration:
• Subscription move to a new management group

• Terraform state migration for management and 

connectivity resources



Support statement for caf-enterprise-scale

caf-enterprise-scale will be fully supported up until the release of the migration 

tooling

Once migration tooling released, we will provide an additional 1-year of extended 

support to caf-enterprise-scale for quality and policy updates (not features)

After this 1-year period, the repository will be archived - no further updates will be 

made
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ALZ Bicep & Bicep Azure 

Verified Modules for 

Platform Landing Zones 

(ALZ) | Updates
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ALZ-Bicep | Updates

• Release of v0.22.2 hot off the press!

• Fixed some configuration issues with Azure Monitoring Agent related 

resources

• Some other updates from other releases as of 

the last community call:

• New module for workload-specific policy assignments

• Refactored ALZ Defaults policy assignments module

• Added support for specifying virtual network gateway IP 

configuration names

• Improved handling of null values in custom policy definitions

•  See full release notes from all releases here!

https://github.com/Azure/ALZ-Bicep/releases/tag/v0.22.2
https://github.com/Azure/ALZ-Bicep/releases/tag/v0.22.2
https://github.com/Azure/ALZ-Bicep/releases
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 See An Update on Bicep Azure Verified 

Modules for Platform Landing Zone 

(ALZ) | Microsoft Community Hub 

 Soft Launch Target: June–July 2025

 Preview Available: `avm/ptn/alz/empty`

 “Max” Test case for depth example

 Coming Soon (based on feedback)

 `avm/ptn/alz/int-root`   

 `avm/ptn/alz/platform`

 `avm/ptn/alz/platform-management`

 `avm/ptn/alz/platform-identity`

 `avm/ptn/alz/platform-connectivity`

 `avm/ptn/alz/landing-zones`

 `avm/ptn/alz/landing-zones-corp`

 `avm/ptn/alz/landing-zones-online`

 `avm/ptn/alz/decommissioned`

 `avm/ptn/alz/sandbox`

Bicep Azure Verified Modules for Platform 

Landing Zones (ALZ)| Update

https://techcommunity.microsoft.com/blog/azuretoolsblog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
https://techcommunity.microsoft.com/blog/azuretoolsblog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
https://techcommunity.microsoft.com/blog/azuretoolsblog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/tree/main/avm/ptn/alz/empty/tests/e2e/max
https://github.com/Azure/bicep-registry-modules/tree/main/avm/ptn/alz/empty/tests/e2e/max
https://github.com/Azure/bicep-registry-modules/issues/new?template=avm_module_issue.yml
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Demo
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Sentinel in ALZ Update
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Thanks for all your feedback on 

github.com/Azure/Enterprise-

Scale/discussions/1898 

https://github.com/Azure/Enterprise-Scale/discussions/1898
https://github.com/Azure/Enterprise-Scale/discussions/1898
https://github.com/Azure/Enterprise-Scale/discussions/1898
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We now have a proposal to 

implement 
github.com/Azure/Enterprise-

Scale/discussions/1978 

(aka.ms/alz/sentinelfuture)

https://github.com/Azure/Enterprise-Scale/discussions/1978
https://github.com/Azure/Enterprise-Scale/discussions/1978
https://github.com/Azure/Enterprise-Scale/discussions/1978
https://aka.ms/alz/sentinelfuture
https://aka.ms/alz/sentinelfuture
https://aka.ms/alz/sentinelfuture
https://aka.ms/alz/sentinelfuture
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ALZ + Azure 

Connection Program

ACP
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ALZ Influencers Group (Pilot)

• Update

• Nominations reviewed – thank you!

• Azure Connections Program (ACP) is being migrated soon

• Email will be sent following migration from ALZ team

• Not taking further nominations at this stage

  



Azure Landing Zones
17th September 2025 - External Community Call

Registration:

aka.ms/ALZ/CommunityCallRegister  

Agenda (please add suggestions):

aka.ms/ALZ/CommunityCallAgenda 

https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda
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Next Community Call will 17th September 2025

Back to an APAC friendly time slot for this occurrence 

and then the one after will be back to this time slot 

Stay tuned to issue #1987 (ALZ/ESLZ Repo)

Recordings will be available at: 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1987
https://aka.ms/ALZ/Community


Thank You! 

Stay up-to-date:
aka.ms/ALZ/WhatsNew   

This month’s presenters:

https://aka.ms/ALZ/WhatsNew
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