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Azure Landing Zones
7th May 2025 - External Community Call

Registration:
https://aka.ms/ALZ/CommunityCall

Agenda (please add suggestions):
https://aka.ms/ALZ/CommunityCallAgenda
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When you join this event, your name, email address and/or phone number may be
viewable by other session participants in the attendee list. By joining, you're

| NVH
=m Microsoft agreeing to this experience.

Also, this event will be recorded and shared publicly with others, including
Microsoft’s global customers, partners, employees, and service providers. The
recording may include your name and any questions you submit to Q&A.
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Want to hear about the latest Azure Landing Zones -
Azure Landing Zone events, news, Notifications - Sign Up
surveys etc.?

If so, sign up to our mailing list:

aka.ms/alz/notifications/signup

= You can also opt out, if registered, by heading to:
A aka.ms/alz/notifications/optout




Before we get started... s ‘

At any point, if you have a question please put it
in the chat!

(we have members of the team here to help &)

Also we may stop and discuss your
question/point at that time, we want this to be
an open discussion with all of you &
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ALZ What's New?
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(yes, we are as shocked as you
that we have time for this @)




Implementation Options & Accelerators &= ..




Accelerators

Azure Architecture Center
Browse all Architectures
Architecture icons

What's new

Landing zones

Deployment options

Subscription vending

After the platform landing zone and governance strategy is in place, the next step is to establish consistency about how
subscriptions are created and operationalized for workload owners. Subscription ocratization is a design principle of
Azure landing zones that uses subscriptions as units of management and scale. This approach accelerates application

migrations and new application development.

Subscription vending standardizes the process that platform teams use for workload teams to request subscriptions and
platform teams to deploy and govern those subscriptions. It allows application teams to access Azure in a consistent and

governed way, which helps ensure that requirements gathering is complete.

Organizations often have various styles of subscriptions that can be vended into their tenant, commonly referred to as

product lines. For more information, see Establish common subscription vending product lines.

To get started, follow the subscription vending implementation guidance. Then review the following laC modules, which

provide flexibility to fit your implementation needs.

Expand table

The subscription vending Bicep modules are designed to orchestrate the deployment of the individual
application landing zones based on the configuration of each workload. They can be performed manually or
as part of the automation process.
Terraform Medules use Terraform to orchestrate the deployment of the individual application landing zones.
subscription vending &

Choose a platform landing zone approach

The following platform deployment options provide an opinionated approach to deploy and operate the Azure landing

zone conceptual architecture as described in the Cloud Adoption Framework for Azure. The resulting architecture can

vary based on the customizations, so it might not be the same for all the deployment options listed in this article. The

differences between the platform deployment options are based on their use of different technologies, approaches, and

customizations.

Standard deployment options

Standard deployment options address typical enterprise Azure usage.

Azure platform
landing zone
deployment option

The Azure portal
deployment

Terraform

deploymentcd

Expand table

Description

The Azure portal-based deployment provides a full implementation of the Azure landing zone conceptua
architecture and opinionated configurations for key components, such as management groups and policies.

A modular deployment that's based on infrastructure as code (laC). where each Bicep module encapsulates a
core capability of the Azure landing zone conceptual architecture. These modules can be deployed individually,
but the design recommends that you use orchestrator modules to encapsulate the complexity of deploying
different topologies with the modules. Bicep deployment supports the Azure public cloud, Azure operated by

21Vianet regions, and Azure Infrastructure Services for US Government Clouds

An laC-based deployment that uses Azure-verified modules for platform landing zones and provides a
customizable way to deploy Azure landing zones with Terraform.

ka.ms/ALZ/AA

Application landing
zone architecture

Azure Arc for hy

multicl

Azure

Azure OpenA)

chat workload

Azure Red Hat
penshift

Azure Virtual D

Azure Virtual Machines

are Solution

Citrix on Azure

High performance
compute (HPC)

workloads

SAP workloads

Description

Proven recommendations and considerations across both multitenant and App Service environment use
cases with a reference implementation.

Proven recommendations and considerations for how to deploy an internal APl Management instance as
part of a reference implementation. The scenario uses Azure Application Gateway to help provide secure
ingress control and uses Azure Functions as the back end.

Guidance for servers, Kubernetes, and Azure SQL Managed Instance enabled by Azure Arc,

Guidance that outlines the strategic design path and defines the target technical state for deploying
Container Apps. A dedicated workload team owns and operates this platform.

Guidance about how to host a medallion lakehouse within an application landing zone.

Guidance about how to integrate a typical Azure OpenAl application within Azure landing zones to use
centralized shared resources while adhering to governance and cost efficiency. It provides guidance for
workload teams about deployment and management.

Guidance and related |aC templates that represent the strategic design path and target technical state for
an AKS deployment that runs within an application landing zone.

An open-source collection of Terraform templates that represent an optimal Azure Red Hat Openshift
deployment that includes Azure and Red Hat resources.

An architectural approach to prepare application landing zones for a typical enterprise deployment of
Azure Synapse Analytics.

Azure Resource Manager (ARM), Bicep, and Terraform templates that you should reference when you
design Azure Virtual Desktop deployments, which includes the creation of host pools, networking, storage,
manitoring, and add-ons.

An architecture that extends the guidance from the Virtual Machines baseline architecture to an application
landing zone. It provides guidance about subscription setup, patch compliance, and other organizational
QOVErnance cONCerns.

ARM, Bicep, and Terraform templates that you can use to help design Azure VMware Solution deployments.
These deployments include Azure ViMware Solution private cloud, jump baox, networking, meonitoring, and
add-ons.

Design guidelines for the Cloud Adoption Framework for Citrix Cloud in an Azure enterprise-scale landing
zone that includes many design areas.

An open-source collection of architectural guidance and reference implementation recommendations that
you can use to design RHEL-based workloads on Microsoft Azure.

An end-to-end HPC cluster solution in Azure that uses tools like Terraform, Ansible, and Packer. It addresses
Azure landing zone best practices, which includes identity implementation, jump box access, and
autoscaling.

Addresses how to design a mission-critical workload to run within an application landing zone.
Provides guidance and recommendations for SAP workloads aligned to Azure landing zone best practices.

Provides recommendations for how to create infrastructure components like compute, networking, storage,
monitoring, and the build of SAP systems.
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Updates
Here's what's changed in Enterprise Scale/Azure Landing Zones:

May 2025

2 Policy

’ ? * FIX: Updated the Audit-Tags-Mandatory-RG Policy Defintion to mode "All' from ‘Indexed” so that it evaluates resource
a S ew ° group tags as intended.

April 2025

Tooling

+ Updated the Baseline alerts and monitoring integration section in the portal accelerator to deploy the latest release of
a a m S/A L z /W a tS N ew AMBA (2025-04-04). To read more on the changes, see the What's new page in the AMBA documentation.
[

* Sentinel is no longer enabled by default. However, it can be enabled by selecting “Yes™ during the deployment process.

This decision should be made deliberately, as additional configuration will be necessary post-deployment of ALZ. Please
also verify regional availability for this service, as it may not yet be accessible in some newer regions.

* FIX: ER Gateway SKU selection would provide two selectors when choosing specific regions. This has been fixed to only
show the relevant SKU options for the selected region.

* FIX: Added additional new regions to the Private DNS Zones policy assignment. New regions added are: Indonesia Centra
Israel Central, Mexico Central, New Zealand North, Poland Central, and Spain Central.

March 2025

Tooling

+ Updated the Baseline alerts and monitoring integration section in the portal accelerator to deploy the latest release of
AMBA (2025-03-03). To read more on the changes, see the What's new page in the AMBA documentation.

* The Workload Specific Compliance policies are now assigned by default (Audit). This enables auditing compliance for
specific workloads, such as SQL and Storage, which is often required in highly regulated industries like financial services
and healthcare. Please note that these policies were previously available; however, they were not assigned by default.

i February 2025
s b

Tooling



https://aka.ms/ALZ/WhatsNew
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CAF What's New?

== | Learn Discover~  Product documentation ~  Development languages ~  Topics v

Azure Products v Architecture v Develop ~ Learn Azure v Troubleshooting Resources v

5% Filter by title

] Learn / Azure / Cloud Adoption Framework [ Get started [ ® 7

Cloud Adoption Framework for Azure
About the Framework
What's new

> Scenarios

> Adoption journeys

> Strategy

> Plan

> Ready

> Adopt

> Govern

> Manage

> Secure

> Organize

> Resources

E! Download PDF

What's new in the Microsoft Cloud Adoption
Framework for Azure

Article = 04/03/2025 = 34 contributors & Feedback

In this article

March 2025
February 2025
January 2025
December 2024

Show 8 more

We build the Microsoft Cloud Adoption Framework collaboratively with our customers, partners, and internal Microsoft
Teams. We release new and updated content for the framework as it becomes available. These new releases pose an

opportunity for you to test, validate, and refine the Cloud Adoption Framework guidance along with us.

Partner with us in our ongoing effort to develop the Cloud Adoption Framework.

March 2025

Manage methodology refresh

This month, we made significant updates to the Manage methodology. The Manage methodology provides guidance on
how to manage your cloud environment and optimize your cloud operations. Some highlights of our updates to the
methodology include:



https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new

= o Azure / Projects / Azure Landing Zones Public Roadmap

® Azure Landing Zones Public Roadmap

['] Backlog '~ [ By priority M By size + New view

Q Filter by keyword or by field

O B We are thinking about... 1 o © ¥ What we are working on... 18 *

ALZ Public Roadmap

aka.ms/ALZ/
Roadmap

73 Draft
DNSSEC
¥ Low

7 Draft «+- T
Sentinel future in ALZ
® Xlarge

& Small

i Medium

{73 Draft (=3

DDosS IP Protection Support
Tl

™ Medium

£ Draft
DN security policy
2 Low ) (4 Small

3Dt o
Terraform Azure Verified Modules for Platform
Landing Zones (ALZ) Migration Guidance &
Tooling

A High ) (B Large

7 Draft

Fallback to Internet for Private DNS Zone
3 Low ) (g Small

i1 Draft

Azure Firewall - New Management NIC

© B What we have completed 22

{73 Draft
Zone redundancy enhancements
A High

™ Medium

7 Draft

Retirement of NSG flow logs

& High ) (@ Large

<7 Draft
Azure Policy Versioning ALZ strategy
A High

M Medium
<% Draft
Bicep automation in the ALZ Accelerator

A High ) (@ X-large

73 Draft

‘Subscription vending guidance for common
application landing zone vending scenario’s

i Medium | (9 Medium
73 Draft
ALZ Portal and AVNM

Q Type [/]to search

o © @ What we have parked... 2

o -
Q 7 Draft
“Enterprise-Scale” rename to "Azure Landing
Zones (repos)

¥ low ) ( @ Xlarge

% Draft
Log analytics design refresh for ALZ
@ X-large

i Medium

"1 Draft

Removing non-Availability Zones SKUs for Virtual

network gateways from all accelerators

A High

T Medium

@
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An update on ALZ
features in progress &
upcoming




ALZ features alignment progress

¥ What we have completed

- Deprecation of NSG flow logs in-favor of Virtual network flow logs

- Deployment of Sidecar network for vWan topology (Terraform and coming very soon to the Portal)
« Azure Bastion (Coming very soon to the Portal)

« Azure Firewall management subnet (docs are updated and coming very soon to the Portal)

2 What we are working on

. Private DNS resolver (Bicep and Portal)

. Refreshing private DNS architecture for ALZ

. Deprecation of default outbound internet access
. Azure Virtual Network Manager

. Deprecation of non-AZ Virtual network gateways

B We are thinking about

. Network Security Perimeter

. Public DNS zones (DNSSEC, DNS security policies)

. New vWan features (route-maps)

. New Azure Firewall features (draft firewall policies, BYOIP support for secured virtual hubs, ...etc)

. Private DNS fallback to the internet
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AzAdvertizer & AzGovViz Updates




AzGovViz ALZ Policy Assignments Checker

How to keep up with ALZ policy releases ?

Azure Governance Visualizer | €| @ | @ Hide HierarchyMap Hide TenantSummary Hide Definitioninsights Hide Scopelnsights

Hide
[Scopelnfo)

[save image

Azure Landing Zones (ALZ) Policy Assignments Checker
GitHub &
BB Download CSV

Rows: 44 ? W

Clear Clear

: 2 ] ALZ Management Group Management Group exists / provided Missing ALZ Policy Assignments AzAdvertizer Link ALZ Library release ALZ release
ALZ decommissioned ALZ-landingzones ALZ-platform . - . - .

E Enf oad Link &' force S C tforr z/202. Ey
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Policy ]
e => ALZ-landingzones
® 192 Customn Policy definitions (Tenant wicke) => ALZ-landingzones
® 42 Orphaned Custom Policy definitions (Tenant wide) @
© 51 Custom PolicySet definitions (Tenant wide) (Limit: 51/2500)
43 Orphaned Custom PolicySet definitions (Tenant wide] @
5 custom Policy definition(s) built-in Policy rule parity
Azure Landing Zones (ALZ) Policy Assignments Checker | 3 => ALZ-landingzones

=> ALZ-landingzones

=> ALZ-landingzones

Azure Landing Zanes (ALZ) Policy Version Checker
12 Custom PolicySet definitions / deprecated built-in Policy @
16 Policy assignments / deprecated built-in Policy @

@ 0 Policy exemptions

@0 Policy assignments orphaned @

130 Blin e LA vumirm i

sights

Enable-DDoS-VNET.alz_policy assignment,json (C

7' => ALZ-landingzones

7 => ALZ-landingzones
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irtual n s should be protected by Azure DDoS Protection

Azure BuiltIn Policy definitio

BulltTn
Deprecated

Effact
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DefaultPath




New Feature: AzResourceTypesAdvertizer

HOME POLICY  INITIATIVE A COMPLIANCE RESOURCETYPES

AzResourceTypesAdvertizer

@ last sync: 2825-May-85 19:52:12 Etc/UTC
Clear all filters Tl

RT [Resource type] base RP [Resource Provider] details

RP Aliases and Azure Policy RP RBAC Operations and Roles & Roles related operation actions

Resource Provider #Resource .‘-:Resfurce Resoﬁlr‘ce - - - #Resﬁ)ur‘ce ReSO.I:Ir“Ce Resource Provider RBAC Related 1st party Service
Provider Provider Resource Provider Azure Policy Provider Provider E=
roles Principal(s)

Resource type ¥ Resource Provider displayName types
playhiam ye aliases aliases operations operations

64 unique

te Recommendation Se




New Feature: AzResourceTypesAdvertizer

Resource type (RT) - Virtual Machines [microsoft.compute/virtualmachines]

RT information Assessment tooling
Y

Azure Ady

AzResourceTypeAdvertizer

© 1last sync: 2025-May-85 19:52:12° Ete/UTC

Virtual Machines - Microsoft Azure Resource type
microsoft.compute/virtualmachines

#) Resource provider (RP) - Microsoft Compute [Microsoft.Compute]
RP

RP display name

L
RP Resource

RP aliases

3
RP RBAC operations

h action op ion "
h delete [ Infrastructure as Code (
h read o
h write

RP RBAC Roles &
Capabilities & Locations

True
Disgnostic logs

e1) [} ISON;CS) E
o3 1
Marketplace Caps £

sourc de
b9a92e36-2cf8-4fde-hc

A1l Azure RPs

AZure

Modules

o

Zure
MeAnles |
Modules (AV

Terraform &




Portal & Policy Refresh
H2 FY25 Updates




ALZ Policy
News

aka.ms/alz/whatsnéw (

« Policy Refresh H2 FY25 (June « Policy Versioning
2025)

Delayed for portal updates

Only works for portal

TF/Bicep coming soon

Always review “What's New"

One “breaking” change — initiative cleanup e General fixes

Cleanup and update of the Excel

Remove/replace all deprecated policies

* New « Community requests

Added support for Defender for Al workloads

MDFC expose all available parameters (incl.

Added initiative for Guest Attestation for Server plans :)) _ &

Trusted Launch VMs «  Updated DomainJoin policy to support newer - u

versions of Windows


https://aka.ms/alz/whatsnew

ALZ Portal
News

aka.ms/alz[pdrta'l' '(

*  Networking

Add support for Azure Bastion for all network topologies

Add support for Azure Private DNS Resolver for all network topologies (needs last mile config)

Added VWAN provisioning of sidecar network (needed for Bastion & Private DNS)

All Firewall SKUs now deploy with management NIC in the AzureFirewallManagementSubnet

«  Workload Specific Compliance

Updated descriptions and options for clarity

Changed to default to "Audit Only" for all initiatives at default scopes (Platform/Landing Zones)

« Remove support of non-public regions | A


https://aka.ms/alz/portal​
https://aka.ms/alz/portal​

‘ e

AMBA-ALZ Updates

aka.ms/amba/alz



https://aka.ms/amba/patterns/alz
https://aka.ms/amba/patterns/alz

v\

L

aka.ms/amba/alz/whatsnew
4 bugs fixed

« Documentation improvements

- New features and alerts:

« Exclusion of MG and Subscriptions at scale during
deployment

« Securely store log-search alerts using CMK

« Exclusion of logical disks for both Azure and Hybrid Enforced naming convention for

UM alerts AMBA-ALZ policy definitions, policy
initiatives and policy assignments

« New Web initiative alerts for:
« LA Workspace Daily Cap Limit Reached Alert

« Activity Log LA Workspace Workspace
Regenerate Key Alert

« Activity Log LA Workspace Delete Alert

« Optimization of Azure Resource
Graph calls used inside log-search

alerts f !



https://aka.ms/amba/alz/whatsnew

AMBA

Roadmap aka.ms/amba/roadm'ap/alz '

« AMBA for ALZ Bicep

«  AMBA is not yet integrated into the ALZ-Bicep
repository, However, this integration is underway
and will soon be available. If you wish to deploy
AMBA now, please see this Wiki

« AMBA for ALZ Terraform

. We are working on integrating with the Azure-

Landing-Zones-Library and updating the module.

 Investigating Lighthouse
support for ALZ pattern

Adding alerts for:

Azure Monitor Ingestion limit alert

Network Resources:
Microsoft.Network/azureFirewalls
Microsoft.Network/p2svpngateways
Microsoft.Network/virtualhubs

Microsoft.Network/expressroutegateways

Additional documentation for:
AMBA-ALZ alerts testing

v\

¢

=

&N


https://github.com/Azure/ALZ-Bicep/wiki/AzureMonitorBaselineAlerts
https://aka.ms/amba/patterns/alz

v\

AMBA R
Roadmap aka.ms/amba/roadmap/alz

AMBA Public Roadmap

O [ Completed 2 E : QO ® parked 1

imit alert

& Urgent

ith Terraform

&t Medium
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ALZ laC Accelerator
Updates

aka.ms/alz/acc



https://aka.ms/alz/acc

How the ALZ laC Accelerator Works?

Azure Landing Zones laC Accelerator



https://aka.ms/alz/acc
https://aka.ms/alz/acc
https://aka.ms/alz/acc
https://aka.ms/alz/acc

What's new with the Terraform ALZ laC Accelerator?

- Simplified connectivity pattern modules

o avm-ptn-alz-connectivity-hub-and-spoke-vnet
o avm-ptn-alz-connectivity-virtual-wan

- Simpler upgrade path

o Upgrade guide
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What's coming to the ALZ laC Accelerator?

- Allow different connectivity configurations per hub for Terraform
(this month)

- Bicep Azure Verified Modules for Platform Landing Zone (ALZ)

o Blog post B

- Application landing zones
o Subscription vending
o Azure resources - network, peering, etc...

o Bootstrapping for application teams with Azure DevOps and GitHub
o First iteration this year



https://techcommunity.microsoft.com/blog/AzureToolsBlog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
https://techcommunity.microsoft.com/blog/AzureToolsBlog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626

Sneaky plug...

- Azure DevOps ID Token Refresh and Terraform Task v5: Blog Post B


https://devblogs.microsoft.com/devops/introducing-azure-devops-id-token-refresh-and-terraform-task-version-5/

Terraform Azure Verified .
Modules for Platform
Landing Zones (ALZ) |
Updates




Proposed Migration Approach (reminder)

All subject to testing and
validation

Migration will be non-
disruptive for all resources

You can continue deploying
workloads

. _ « Subscription move to a new management group
Two Stages of m 10 ration: « Terraform state migration for management and

connectivity resources




Support statement for caf-enterprise-scale

{After this 1-year period, the repository will be archived - no further updates will be J |

made
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ALZ Bicep & Bicep Azure
Verified Modules for
Platform Landing Zones

(ALZ) | Updates




‘ ALZ-Bicep | Updates

* Release of v0.22.2 hot off the press!

+ Fixed some configuration issues with Azure Monitoring Agent related
resources

« Some other updates from other releases as of
the last community call:
* New module for workload-specific policy assignments
« Refactored ALZ Defaults policy assignments module

» Added support for specifying virtual network gateway IP
configuration names

* Improved handling of null values in custom policy definitions

« & See full release notes from all releases here!



https://github.com/Azure/ALZ-Bicep/releases/tag/v0.22.2
https://github.com/Azure/ALZ-Bicep/releases/tag/v0.22.2
https://github.com/Azure/ALZ-Bicep/releases

‘ Bicep Azure Verified Modules for Platform
Landing Zones (ALZ)| Update

- See An Update on Bicep Azure Verified -+ Coming Soon (based on feedback)
Modules for Platform Landing Zone
(ALZ) | Microsoft Community Hub

+ "avm/ptn/alz/int-root’

- "avm/ptn/alz/platform’
* SOft LaunCh Tﬂl‘g@t: June_JU|y 2025 . \avm/ptn/a|Z/p|atform_management‘

- Preview Available: “avm/ptn/alz/empty” - ‘avm/ptn/alz/platform-identity

“Max" Test case for depth example - "avm/ptn/alz/platform-connectivity’
- "avm/ptn/alz/landing-zones’
+"avm/ptn/alz/landing-zones-corp’
+"avm/ptn/alz/landing-zones-online’

+"avm/ptn/alz/decommissioned’

=

+ "avm/ptn/alz/sandbox’ n



https://techcommunity.microsoft.com/blog/azuretoolsblog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
https://techcommunity.microsoft.com/blog/azuretoolsblog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
https://techcommunity.microsoft.com/blog/azuretoolsblog/an-update-on-bicep-azure-verified-modules-for-platform-landing-zone-alz/4407626
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/blob/main/avm/ptn/alz/empty/tests/e2e/max/main.test.bicep
https://github.com/Azure/bicep-registry-modules/tree/main/avm/ptn/alz/empty/tests/e2e/max
https://github.com/Azure/bicep-registry-modules/tree/main/avm/ptn/alz/empty/tests/e2e/max
https://github.com/Azure/bicep-registry-modules/issues/new?template=avm_module_issue.yml
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Thanks for all your feedback on A,

github.com/Azure/Enterprise-
Scale/discussions/1898

O Azure / Enterprise-Scale Q Type(7)to search 8 - + - [0}

<> Code (9 lIssues 86 11 Pullrequests 9 [ Discussions () Actions [ Projects 1 [0 Wiki (D Security 42 |~ Insights ¢ Settings .

The future of Sentinel in ALZ (follow on from 29th January 2025 Community Call) ' e
#1898

Unanswered ) jtracey93 asked this question in Ideas

Category f]
@ jtracey93 4 minutes ago | Maintainer edited ~ o
®  ldeas
As you have heard or seen in the community call on 29th January 2025 we are considering the future of Sentinel in ALZ and whether we
need to change the architecture or not. Labels o
Area: Logging & Aut... . .

We are looking for your input on what your are doing or seeing in the wild today, to help shape the changes to ALZ (if required) so it is
based on real-world deployments d Needs: More Evidenc...
Status: Help Wanted ...

Type: Enhancement ...

g Type: Feature Reque...

Decisions to make...

1 participant

3

Notifications

R Unsubseribe

Does this need to be in a separate “Security” Managerent Group?

You're receiving notifications because you're
watching this repository

B Lock conversation

> Transfer this discussion

£ Pin discussion
st Lt £ Pin discussion to ldeas

(© Createissue from discussion

T Delete discussion

Questions to answer (we want to hear from you @ - reply in the comments below)

1. Do we need a separate LAW dedicated to Sentinel?
i. We think so, mainly due to platform logs increasing costs and causing noise from required security logs ‘



https://github.com/Azure/Enterprise-Scale/discussions/1898
https://github.com/Azure/Enterprise-Scale/discussions/1898
https://github.com/Azure/Enterprise-Scale/discussions/1898

We now have a proposalto |

implement &

github.com/Azure/Enterprise-
Scale/discussions/1978
(aka.ms/alz/sentinelfuture)

What we propose going forward in ALZ in regards to Sentinel

1. A dedicated SIEM/Security subscription in the Management, Management Group .
Are you happy with the proposal?
o As per a number of the comments RBAC should be done at the Subscription scope and not the Management Group scope so
therefore a dedicated Management Group for just Sentinel/Secunty/SIEM we don't feel is warranted or needed at this time. Plus it

makes these proposed changes less "breaking” as the ALZ hierarchy and policy assignments don't need to change & Yes @ Ao

2. This subscription will not have anything deployed into it and will be empty due to:

2 We do not want to trigger the Sentinel free trial earlier than you are ready N
No (please leave comment below as to why & ) 8%

o A lot of customers, partners, ISVs etc. have their own ways of deploying and managing their Sentinel deployments and therefore we
don't want to get in the way of that and make onboarding to these ways harder post ALY deployment.
= We can always build some AVM modules to help deploy and manage the LAW and Sentinel onboarding and management
aspects, if requested... https://aka.ms/avm/moduleproposal

Some notes on the proposal above

1. We will expect the subscription to be created outside of ALZ, e.g. via Subscription Vending or manually, so that when you deploy ALY it _ o};
already exists
o We will then just move it to the Management, Management Group

2. We will update the ALY diagram and Visio with these changes
3. We will update any ALY MS Learn CAF Documentation relating to these Sentinel decisions for ALZ



https://github.com/Azure/Enterprise-Scale/discussions/1978
https://github.com/Azure/Enterprise-Scale/discussions/1978
https://github.com/Azure/Enterprise-Scale/discussions/1978
https://aka.ms/alz/sentinelfuture
https://aka.ms/alz/sentinelfuture
https://aka.ms/alz/sentinelfuture
https://aka.ms/alz/sentinelfuture

ALZ + Azure
Connection Program




ALZ Influencers Group (Pilot) @

- Update

*  Nominations reviewed - thank you!
*  Azure Connections Program (ACP) is being migrated soon
- Email will be sent following migration from ALZ team

* Not taking further nominations at this stage



=& Microsoft

Azure Landing Zones
17t September 2025 - External Community Call

Registration:
aka.ms/ALZ/CommunityCallRegister

Agenda (please add suggestions):
aka.ms/ALZ/CommunityCallAgenda



https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda

Next Community Call will 17th September 2025 ‘

Back to an APAC friendly time slot for this occurrence
and then the one after will be back to this time slot &

Stay tuned to issue #1987 (aiz/es.z repo) JO FnREE

Recordings will be available at:
aka.ms/ALZ/Community



https://github.com/Azure/Enterprise-Scale/issues/1987
https://aka.ms/ALZ/Community

This month’s presenters:

\,. 3 » y sl
:’; » * ; @ @ ﬁ . . ) . .

=& Microsoft

XXX

Thank You! &

<>

Stay up-to-date: -
aka.ms/ALZ/WhatsNew |



https://aka.ms/ALZ/WhatsNew
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