
Azure Landing Zones
29th January 2025 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCall

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda 

This monthõs presenters:

https://aka.ms/ALZ/CommunityCall
https://aka.ms/ALZ/CommunityCallAgenda


This meeting is being recorded

When you join this event, your name, email address and/or phone number may be 

viewable by other session participants in the attendee list. By joining, youõre 

agreeing to this experience.

Also, this event will be recorded and shared publicly with others, including 

Microsoftõs global customers, partners, employees, and service providers. The 

recording may include your name and any questions you submit to Q&A.



Want to hear about the latest 
Azure Landing Zone events, news, 
surveys etc.?

If so, sign up to our mailing list:

aka.ms/alz/notifications/signup

You can also opt out, if registered, by heading to: 

aka.ms/alz/notifications/optout



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help )

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 





Implementation Options & Accelerators 



Accelerators 

aka.ms/ALZ/AAC

https://aka.ms/ALZ/AAC


ALZ Public Roadmap

aka.ms/ALZ/

Roadmap

https://aka.ms/ALZ/Roadmap
https://aka.ms/ALZ/Roadmap


ALZ Whatõs New?

aka.ms/ALZ/WhatsNew  

https://aka.ms/ALZ/WhatsNew


CAF Whatõs New?

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new


We shared this last timeê



And it's becoming a realityê

aka.ms/ALZ/ TechDocs 

https://aka.ms/ALZ/TechDocs


But we arenõt stopping thereê



But we arenõt stopping thereê



Asks from you 



Asks from you 
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Application Delivery in Landing Zones ð Centralized Opt. 1 
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Application Delivery in Landing Zones ð Centralized Opt. 2
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Portal & Policy Refresh 

Q2 FY25 Updates



ALZ Policy

News
aka.ms/alz/whatsnew

Å Policy Refresh Q2 FY25

Å Delayed for several reasons

Å Alwaysreview òWhat's Newó

Å One òbreakingó change ð initiative cleanup

Å Policy Versioning

Å Azure Policy Versioning has landed (preview)

Å What has ALZ done?

Å General fixes 

Å Community requests

Å Mandatory Tags (Audit) policies ð RG/Resource

https://aka.ms/alz/whatsnew


ALZ Portal

News
aka.ms/alz/portal

Å Enhanced pre-requisites and wait logic ð drastic reliability 

improvement for deployments ð especially for greenfield

Å Azure Virtual Network Manager ð Preview

Å Security Admin Rules & blocking high-risk ports from the internet (matching our policy)

Å Workload Specific Compliance

Å AI Ready ð governance for AI Landing Zones

Å Added "Audit Only" option for all initiatives

https://aka.ms/alz/portal​


AMBA-ALZ Updates
aka.ms/amba/patterns/alz 

https://aka.ms/amba/patterns/alz


Å AMBA-ALZ Portal 

Accelerator went GA 

(Check the announcement)

Å Updated to use the latest AMBA-

ALZ release

Å Easy filtering of Management 

Groups and Subscriptions

Å Search field to refine the list

Å Select what to enable first to 

enter only scoped info

AMBA
Updates aka.ms/amba/alz/whatsnew

https://aka.ms/amba/alz/portal
https://aka.ms/amba/alz/portal
https://techcommunity.microsoft.com/blog/azuregovernanceandmanagementblog/exciting-news-amba-portal-accelerator-is-now-generally-available/4366521
https://aka.ms/amba/alz/whatsnew​


ÅNew AMBA survey. Fill it in at 

aka.ms/ambaSurvey

ÅFaster deployment

ÅNew alerts for:
Å Application Insights Delete

Å Application Insights Throttling Limit reached

Å Routes Delete

Å Routes Table Delete

Å RV ASR Health Monitoring

ÅAlert Processing Rule flexibility

ÅAzure and Hybrid VM policy 

initiatives assigned to Platform MG

ÅDocumentation Improvement

AMBA
Updates

Å11 bugs fixed

ÅMaintenance and Remediation 

scripts consolidation and 

enhancement with increased 

robustness

aka.ms/amba/alz/whatsnew

https://aka.ms/ambaSurvey
https://aka.ms/amba/alz/whatsnew
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Å Quota Alerts

Å AMBA for ALZ Bicep

Å AMBA is not yet integrated into the ALZ-Bicep 

repository, However, this integration is underway 

and will soon be available. If you wish to deploy 

AMBA now, please see this Wiki

Å AMBA for ALZ Terraform

Å We are working on integrating with the Azure-

Landing-Zones-Library and updating the module.

Å Adding support for CMK for log-

alerts storage

Å Enabling logical volumes exclusion 

from disk alerts

Å Adding alerts for:

Å Azure Monitor Ingestion limit alert

Å New Resources:

Å Microsoft.Network/virtualhubs (for Route servers)

Å microsoft.network/p2svpngateways

Å Microsoft.Network/routeTables/routes/delete

Å Microsoft.Network/routeTables/delete

Å Additional documentation for:

Å Management Groups, Subscriptions, Resource 

Groups exemption for policy assignment

AMBA
Roadmapaka.ms/amba/patterns/alz

https://github.com/Azure/ALZ-Bicep/wiki/AzureMonitorBaselineAlerts
https://aka.ms/amba/patterns/alz


AzAdvertizer  & AzGovViz Updates



AzGovViz ALZ Policy Assignments Checker
How to keep up with ALZ policy releases ?



Terraform Azure Verified 

Modules for Platform 

Landing Zones (ALZ) ð 

TFAVM4PLZ 



New branding

Terraform Azure Verified Modules for 

Platform Landing Zones (ALZ)



Management

Connectivity Hub and Spoke Virtual Network OptionVirtual WAN Option

Composition of Azure Verified Modules

avm-ptn-alz
Å Management Groups

Å Policy

Å Role Definitions

avm-ptn-alz-management
Å Log Analytics

Å Automation Account

avm-ptn-virtualwan
Å Virtual WAN

Å Firewalls

avm-ptn-hubnetworking
Å Hub Virtual Networks

Å Peering

Å Firewalls

avm-ptn-vnetgatewway
Å Virtual Network Gateways

avm-ptn-network-private-link-private-dns-zones
Å Private DNS Zones



Composed

Module

Bootstrap and 

Platform landing 

zone configuration 

files

Management groups

Policy

Hub networking

Virtual WAN

Logging and 

management

The ALZ Accelerator ð the solution for customers that 

want a simplified experience

PowerShell ALZ Module

Orchestrates

Bootstraps Secure CI / CD



How the ALZ Accelerator Works?

aka.ms/alz/acc 

https://aka.ms/alz/acc


ALZ Accelerator ð New Features!

tfvars (HCL) as input for Platform landing zone configuration
Å Retains customer updates, formatting, comments and ordering

Å Easy to test

Phase 0 ð Planning
Å Guides you through decisions about bootstrap and Platform landing 

zone

Å Checklist to help record decisions

Options and Scenarios
Å Scenarios: 7 high level Platform landing zone architectures

Å Options: 14 common customisations

aka.ms/alz/acc/starter/ avm-plz 

https://aka.ms/alz/acc/starter/avm-plz


Rationale

Our largest customers said they wanted a more modular approach

Reaching the limits of what we can do with a Terraform Module (Azure 

Policy is hard)

Accelerator provides the same opinionated but configurable approach 

than the old module, but with the benefit of CI/CD and SCM.



Library

Å One source of truth for ALZ, 
AMBA-ALZ Pattern, etc.

Å Hosted in GitHub 
Documentation site

Å A place to store Azure Landing 
Zones architectural data, 
including policies

Å Extensible

Å Agnostic to the implementation, 
we plan for the next version of 
ALZ Bicep to use this as a source

https://github.com/Azure/Azure-Landing-Zones-Library
https://azure.github.io/Azure-Landing-Zones-Library/


Two approaches

but documented

Accelerator
Recommended and supported through the 

VBD program

Uses the modules that we have produced

Do it yourself
Advanced

Not covered here, but documented

Here be dragons

https://azure.github.io/Azure-Landing-Zones/terraform/gettingStarted/


Benefits

The provider

Ensures your hierarchy is 

deployable before you 

start

Correctly calculates the 

role assignments required

The Library

Super easy to add AMBA-

ALZ, or other additions to 

your landing zones

Single source of truth for 

ALZ

Updates decoupled from 

the module and provider

Automatically generated 

documentation

The ALZ module

More reliable deployments 

thanks to retriable errors

Faster deployments thanks 

to AzAPI

Accelerator

New features:

Bastion

More comingê



Proposed Migration Approach

All subject to testing and 

validation

Migration will be non -

disruptive for all resources

You can continue deploying 

workloads

Two stages of migration:
ÅSubscription move to a new management group

ÅTerraform state migration for management and 

connectivity resources



ALZ Bicep



ALZ Bicep

Å MVP for vNext: Anticipated for March!

ÅWeõre looking for teams interested in testing the MVP  before its official 

launch.

Å  Scan the QR Code to sign up and participate!

Å ALZ-Bicep (Release of v0.20.2 two weeks ago)

ÅAdded the option to specify virtual network gateway IP configuration 

names.

ÅAdded missing DNS zones for policy assignment: Deploy - Private - DNS-
Zones.

ÅFix role assignments for AMA Policies

ÅAz.Resources 7.8.0

Å Released with Azure PowerShell v13.1.0 .

Å Resolves the deployment issue  when using the Accelerator.

https://github.com/Azure/ALZ-Bicep/issues/791
https://github.com/Azure/ALZ-Bicep/releases/tag/v0.20.2


An update on ALZ 

features in progress & 

upcoming



ALZ features alignment progress 

Azure Virtual Network Manager (AVNM)
Å Security admin rules coming to Portal accelerator 

Å Blog post on envisioning IPAM (IP address management) in ALZ 

Å Bicep and Terraform accelerators support 

Å Mapping of network groups to ALZ management group hierarchy. Join the discussion 

Azure Bastion

Å New home for Bastion guidance in docs 

Å Refreshed guidance for new SKUs 

Å Add new SKUs to accelerators + vWan implementation 

Default VM outbound internet access retirement
Å ALZ guidance refresh 

Å Ability to deploy NAT gateway in landing zones via Subscription Vending 

https://techcommunity.microsoft.com/blog/azurenetworkingblog/optimize-azure-landing-zone-with-azure-virtual-network-manager-ip-address-manage/4262040
https://github.com/Azure/Enterprise-Scale/discussions/1873


ALZ features alignment progress

DNS
Å New home for DNS docs

Å Private DNS resolver guidance refresh 

Å Private DNS resolver accelerators implementation

Å Multi-Region Private Link Private DNS Guidance Enhancements  (more on this later from Jack)

Azure Firewall - Management NIC
Å ALZ guidance refresh 

Å Accelerators implementation 

Other networking features
Å ExpressRoute Metro guidance 

Å Migration of NSG flow logs to Vnet flow logs 

Å Subnet peering 



Multi-Region Private 

DNS for Private Link

A Work In Progress!



This is a complex topic and the ALZ team 

are sharing their current understanding 

and thoughts on this important topic.

This is NOT official guidance as of today!

A Work In Progress!



Do we deploy a single set of DNS 

zones centrally in a single region for 

Private Link? 

OR

Do we deploy a set DNS zones per-

region for Private Link?

A Work In Progress!



VS

Diagram credits & thought soundboard: Adam Stuart 

See: github.com/adstuart/azure-privatelink-multiregion 

Centralized

(single set of zones)
Per-Region

(set of zones per-region)

A Work In Progress!

https://github.com/adstuart/azure-privatelink-multiregion


VS

Diagram credits & thought soundboard: Adam Stuart 

See: github.com/adstuart/azure-privatelink-multiregion 

ALZ Recommended 

Approach *for 

most*

Only For Advanced 

Customers

*see below for why*

Å Single sets of zones to manage

Å Policy automation of DNS Zone Groups works 

Å Hybrid/On -Premises resolution story is simple

Å *Should* be able to update DNS records in region down 

scenario via REST API call (Terraform, AzCLI, AzPWSH etc.)

Å NOT Portal, Bicep, ARM (metadata from RG may be 

required which prevents these methods)

Å No òDNS record syncing systemó required

Å Not efficient use of SDN

Å Relies on your L3 routing architecture

Å Multiple sets of zones to manage

Å PEs can only have 1 DNS Zone Group for same DNS 

namespace

Å Forces requirement of òDNS record syncing systemó 

to be built and maintained by you!

Å Policy automation is complicated (resource selectors etc.)

Å Hybrid/On-Premises resolution story is complicated

Å Worse if DNS records are not synced

Å PDNS Resolver doesnõt let you link same DNS namespaces 

to single PDNS Resolver instance in single region

Å Makes this approach not feasible *IMO

Å Efficient use of SDN 

Å Able to update DNS zone in online region 

by any method

A Work In Progress!

https://github.com/adstuart/azure-privatelink-multiregion


aka.ms/ALZ/MRPLPDNS/Form

We want to hear from you , IF:

Å You have tackled this problem already today
Å Whether you went single set of global zones or for a set of zones per -region

Å Have got a òworkingó solution today
Å Even if some pain points

Å Are considering changing the approach you originally decided upon

We may reach out to setup some 1 -2-1 calls to discuss further to help us shape ALZ 

guidance and conversations with Product Groups 

aka.ms/ALZ/MRPLPDNS/Form

https://aka.ms/ALZ/MRPLPDNS/Form
https://aka.ms/ALZ/MRPLPDNS/Form


A note on upcoming 

breaking changes



Zone Redundancy Updates

Å BLOG: Announcing Zone 

Redundancy and Multi-Region 

Capabilities in Azure Landing Zones 

aka.ms/alz/resiliency/blog

Å Phased Approach

Å Phase 1 ð Portal, Bicep and Terraform Accelerators 

zone redundant by default by end of Q2 CY24

Å Phase 2 ðBicep and Terraform Modules zone 

redundant by default Early 2025. New Approach ð 

Now planned as part of Migration Tooling & 

Guidance scheduled for Bicep / Terraform AVM for 

Platform Landing Zones (ALZ) Modules

  

https://aka.ms/alz/resiliency/blog


Sentinel in ALZ Update



We have been looking into thisê



Decisions to make...

here

Sentinel All-In-One Accelerator

ÅWe think so, mainly due to platform logs increasing costs and causing noise from required security logs

ÅEven though this will lead to some double logging into both LAWs (Platform + Sentinel)

ÅOften organizations have separate Security teams requesting/driving for this

ÅProduct Group guidance leans to single workspace by default, see here.

Do we need a separate LAW dedicated to Sentinel?

ÅCan it not just live in Management?

Do we need a separate òSecurityó platform Subscription?

ÅCould it just live inside of Platform > Management?

ÅDoes it need to be somewhere else?

ÅRBAC is suggested to be done at Subscription scope, not MG.

ÅMGs are primarily for policy assignments

Does this need to be in a separate òSecurityó Management Group?

Åe.g. Should we just deploy and move a subscription to a management group that ALZ creates?

ÅThis then allows security teams to deploy and mange sentinel however they wish

ÅAlso, they then work with the ALZ/Platform team to get any additional RBAC and policy assignments created as they see fit?

ÅOr should ALZ deploy Sentinel All-In-One Accelerator, or just provide guidance and link to it?

Should ALZ deploy anything Sentinel related? Or should we just just provide placement guidance and platform pre -reqs?

https://learn.microsoft.com/en-us/azure/azure-monitor/logs/workspace-design#operational-and-security-data
https://github.com/Azure/Azure-Sentinel/tree/master/Tools/Sentinel-All-In-One


We want to hear from you 

aka.ms/ALZ/SentinelFuture

https://aka.ms/alz/sentinelfuture


ALZ + Azure 

Connection Program

ACP



ALZ Influencers Group (Pilot)

Å Purpose

Å Gain insights from trusted group

Å Two-way communication

Å NOTE: Not intended as a support channel ð continue to 

use GitHub Issues

Å Not linked to MVP Program!

Å Criteria

Å Previously Contributed

Å Are you an ALZ ambassador? Do you Promote ALZ?

Å See yourself as an ALZ expert?

Å Complete link

Å Triage applications, no guarantees on 

entry (weõll only choose a few to start)

  
aka.ms/alz/influencers/nominate  

https://aka.ms/alz/influencers/nominate


Azure Landing Zones
7th May 2025 - External Community Call

Registration:

aka.ms/ALZ/CommunityCallRegister  

Agenda (please add suggestions):

aka.ms/ALZ/CommunityCallAgenda 

https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda


Next Community Call will 7th May 2025

Back to an US friendly time slot for this occurrence and 

then the one after will be back to this time slot 

Stay tuned to issue #1901 (ALZ/ESLZ Repo)

Recordings will be available at: 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1901
https://aka.ms/ALZ/Community


Thank You! 

Stay up -to -date:
aka.ms/ALZ/WhatsNew    

This monthõs presenters:

https://aka.ms/ALZ/WhatsNew

